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Made in IBM Labs : protéger les données personnelles dans le Cloud

Un moteur de confidentialité breveté protège les données qui traversent les frontières

Paris - 20 nov. 2014: IBM annonce qu’il a breveté la conception d’un moteur de confidentialité des données
qui peut aider les entreprises à protéger plus efficacement et à moindre coût les données personnelles qui sont
transférées d’un pays à un autre, y compris entre des Clouds privés.

 

Les entreprises internationales transfèrent de plus en plus d’informations personnelles telles que celles relatives
à leurs employés ou à leurs clients d’un pays à un autre et à travers le monde. Dans ce contexte, la capacité à
pouvoir gérer les flux de données entre les datacenters Cloud tout en respectant les politiques de l’entreprise et
les lois locales devient encore plus impérative. Les gouvernements établissent de plus en plus de règles qui
régissent la façon dont les données doivent être transmises d’un pays à un autre.

 

 

Le nouveau moteur de confidentialité des données breveté par IBM - Brevet US n°8,695,101 – permet aux
entreprises d’agréger les exigences internationales et organisationnelles liées aux transferts de données et de
les appliquer à des projets individuels. Par conséquent, les organisations peuvent rapidement voir quelles sont
les restrictions mises en œuvre pour différents types d’informations protégées lorsqu’elles les transfèrent d’un
pays à un autre, y compris les données stockées dans un Cloud privé. Le moteur met également en évidence
les problèmes de confidentialité transfrontaliers et propose des recommandations sur la façon de les résoudre
sur la base des informations que l’entreprise a entrées dans le moteur. Dans le cas d’un changement dans les
exigences de confidentialité, le moteur peut-être mis à jour pour refléter les nouvelles règles. Les utilisateurs
peuvent alors informer les équipes que les transferts qui ont été approuvés précédemment peuvent avoir
besoin d’être revus de façon à éviter toutes violations potentielles.

Ce brevet prolonge l’engagement d’IBM à aider les entreprises à faire en sorte que leurs données et leurs actifs
les plus importants soient bien sécurisés.

 

                                                                 ***

Made in IBM Labs: Protecting Personal Data in the Cloud

Patented Privacy Engine Safeguards Data Shared Across Borders
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Brussels - 19 Nov 2014: IBM (NYSE: IBM) today announced it has patented the design for a data privacy
engine that can more efficiently and affordably help businesses protect personal data as it is transferred
between countries, including across private clouds.

Global businesses are increasingly moving personal information such as employee and customer details across
borders and around the world. As this continues, the ability to manage data flows between cloud data centers
while remaining in accordance with organizational policies and local laws becomes even more imperative.
Increasingly, governments are establishing rules that regulate how data may be transmitted from one country
to another. 

IBM's new patented Data Privacy Engine invention – U.S. Patent #8,695,101 – lets businesses aggregate
international and organizational requirements for data transfers and apply them to individual projects. As a
result, organizations can quickly see what restrictions have been put in place for different types of protected
information when transferring it between two countries, including data stored in a private cloud. The engine
also flags cross-border privacy issues and provides recommendations on how to resolve each based on the
information the business has input into the engine. In the event underlying privacy requirements change, the
engine can be updated to reflect these rules. Users can then notify teams that previously approved transfers
may need to be revisited in order to prevent potential violations.

This new privacy engine improves upon manual privacy techniques, which are often executed on an ad hoc
basis, requiring additional dedicated support. This model is not only expensive and time consuming, but it is
also burdensome as businesses struggle to stay current with the growing number of regulations that may vary
from country to country. 

“Global businesses today face significant challenges in protecting personal data and keeping up with
regulations in an environment where cross-border flows of information are more important than
ever,” said Christina Peters, chief privacy officer, IBM . “Our new invention provides a privacy technique
that could help businesses navigate an increasingly complex landscape and help companies proactively
manage risk.”

For example, a company working on a project that requires transferring employee data via the cloud from a
branch in one country to an office in another could use IBM’s patented data privacy engine to identify potential
violations. The company’s compliance team could then be provided with all relevant details so that it can help
the business make sure it is taking appropriate action.

This patent furthers IBM’s commitment to helping businesses ensure that their most vital data and assets
remain secure. Just last month, IBM announced the industry’s first intelligent security portfolio for protecting
people, data and applications in the cloud. In addition, earlier this year, the company introduced the IBM Threat
Protection System and Critical Data Protection Program to help organizations protect their critical data in an
environment where advanced persistent threats, zero day attacks, breaches and the accompanying financial
impact on an organization continue to rise. 

IBM invests around $6 billion annually in R&D and consistently explores new approaches to security and
analytics that will deliver a competitive advantage to the company and its clients. For 21 consecutive years, IBM
has topped the list of U.S. patent recipients. 
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For more information about IBM Security, please visit www.ibm.com/security, follow @IBMSecurity on Twitter or
visit the IBM Security Intelligence.
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