
Communiqués de presse
UIL Holdings Corporation choisit IBM pour l’aider à sécuriser ses compteurs
intelligents

Paris - 18 juil. 2011: IBM annonce aujourd’hui avoir été sélectionné par UIL Holdings Corporation, une
entreprise d’approvisionnement en gaz naturel et en électricité basée dans le Connecticut, pour l’accompagner
dans la sécurisation de ses compteurs intelligents et de son infrastructure face aux vulnérabilités et aux
attaques.

 

United Illuminating Company (UI), filiale entièrement détenue  par UIL, modernise son réseau électrique grâce à
des compteurs intelligents dans le but d’améliorer l’expérience consommateur et l'efficacité opérationnelle.
Avec ces nouveaux compteurs, UI est capable de collecter des données sur la consommation d’énergie et
d’aider la quasi-totalité de ses 324 000 consommateurs d’électricité à faire de meilleurs  choix en matière
d’énergie.

Dans le cadre de cette démarche, UI a créé un environnement ouvert et partagé qui permettra aux
consommateurs d’accéder aux données les concernant. Pendant ce processus, UI a anticipé un accroissement
de sa vulnérabilité face aux menaces et a reconnu que l’infrastructure exigeait un degré de sécurité
supplémentaire pour se protéger contre les intrusions.

UI s’est tourné vers IBM pour mettre en place une plateforme sécurisée offrant les contrôles de sécurité
nécessaires pendant le déploiement des nouveaux compteurs. Aujourd’hui, les technologies d’IBM servent à
protéger 50 000 compteurs avancés d’UI, avec pour objectif d’en sécuriser 80 000 d’ici la fin 2011. L'entreprise
mettant en place ses compteurs intelligents auprès d'autres clients, l’environnement sécurisé est déployé
progressivement à toute la plateforme de communication supportant l’ensemble du système de compteurs de
UI.

 

 *************

 
UIL Holdings Corporation Selects IBM to Help Secure Smart Meters

IBM Appliance Adds Energy Security to Meter Infrastructure for Connecticut-Based Utility

ARMONK, N.Y. - July 13 2011: IBM (NYSE: IBM) today announced that it has been selected by UIL Holdings
Corporation (NYSE:UIL), a Connecticut-based electric and natural gas delivery company, to help secure its smart
meters and Advanced Metering Infrastructure from vulnerabilities and security attacks.

The United Illuminating Company (UI), wholly owned subsidiary of UIL, is upgrading its electric energy grid with
smart meters to enhance consumer experience and operational efficiencies. With the use of the new meters, UI
is able to collect data on energy consumption and assist many of its 324,000 electric customers in making
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better energy choices.

As part of the upgrade, UI created an open, shared environment that would allow authorized customers to
access their data. However, during this process, UI anticipated its increased susceptibility to a host of threats
and recognized that the infrastructure required an added layer of security to protect against unauthorized
public access.

UI turned to IBM to establish a secure platform that would provide the cyber security controls needed during the
advanced meter deployment. Today, IBM technology is being used to secure UI’s 50,000 advanced meters, with
the goal to support a total of 80,000, by the end of 2011. As the company rolls out additional smart meters to
more of its customers, the secure environment will be extended to accommodate the communications platform
supporting UI’s entire advanced metering system.

Part of the IBM Solution Architecture for Energy and Utilities (SAFE) framework, IBM’s WebSphere DataPower
appliance filters and validates data traffic to ensure incoming and outgoing messages are legitimate. DataPower
monitors and scans data as it flows to and from the smart meters to the utility. This two-way process ensures
that only approved data can pass in and out of UI’s corporate system. Malicious information or corrupted data is
blocked, logged and reported. This allows UI to monitor all transactions with accounting and auditing functions
to mitigate risk and maintain regulatory compliance. With its authentication capabilities, DataPower provides
the reliability, security, and performance needed for UI to advance its systems to build a smarter energy
infrastructure and elevate the customer experience with new information.  

“UI is investing in metering capabilities that will produce immediate benefits for our customers and drive future
advancements in the electric grid, by enabling a more responsive ecosystem, improved customer awareness,
and overall grid optimization.” said Joseph Santamaria, UIL Holdings Vice President of IT and Chief Information
Officer. “With the increase of network connections, we needed a solution that could ensure the security of our
data flows, making IBM’s security solution the clear choice for us.”

In addition to securing the advanced meters, this project will allow UI to create a secure environment for
information exchange with its partners, vendors, and customers. This integrated environment will also allow
customers to access on-demand meter reads from the United Illuminating Website, without opening UI to traffic
hijacking or other potential vulnerabilities. DataPower will provide secure communication for the 80,000 smart
meters and other 244,000 automatic meter reading (AMR) meters.

“As energy networks are transformed to become more intelligent, utilities must establish secure platforms that
are protected from physical or cyber attacks in order to protect critical business assets and maintain customer
trust,” said Guido Bartels, General Manager, Energy and Utilities industry at IBM and Chairman, Global Smart
Grid Federation. “Smarter energy is about improving the performance and sustainability of our energy systems.
 Ensuring those systems are secure is fundamental.  UI is part of the global movement to develop smarter
infrastructures that reduce complexity and operational risk.”

UI is also using IBM System p Servers and XIV Storage Systems for data management in their enterprise data
center in addition to smart meters provided by Landis and Gyr.

About United Illuminating

http://www.uinet.com/


Headquartered in New Haven, Connecticut, UIL Holdings Corporation (NYSE:UIL) is a diversified energy delivery
company serving a total of 690,000 electric and natural gas utility customers in 66 communities across two
states, with combined total assets of over $4 billion.

UIL is the parent company for The United Illuminating Company (UI), Connecticut Natural Gas Corporation
(CNG), The Southern Connecticut Gas Company (SCG), and The Berkshire Gas Company (BGC), each more than
100 years old.  UI provides for the transmission and delivery of electricity and other energy related services for
Connecticut’s Greater New Haven and Bridgeport areas. SCG and CNG are natural gas distribution companies
that serve customers in Connecticut, while Berkshire Gas serves natural gas customers in western
Massachusetts.  UIL employs more than 1,850 people in the New England region.

IBM and Smart Grid

IBM is involved in more than 150 smart grid engagements around the world, in both mature and emerging
markets. More about IBM's vision to bring a new level of intelligence to how the world works—how every person,
business, organization, government, natural system, and man-made system interacts, can be found
here: http://www.ibm.com/smarterplanet. Join us on Facebookand follow us on Twitter: IBMSmartrEnergy
and LinkedIn: Smarter Planet: Building a New Energy and Water Infrastructure.

For more information on IBM Security Solutions, visit http://www.ibm.com/security.
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